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Presentation Overview

Research Motivation and Background
* Methodology
—The Knowledge Discovery process
—Data Acquisition and Storage
—Data Mining Predictive Model
Construction
—Result Interpretation and Output
* Application Case Study
* Results and Discussion
* Conclusion and Path Forward
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RESEARCH MOTIVATION
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Motivation
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Existing systems are passive and more
useful for post-incident analysis.

* Privacy issues with most existing
systems become a hindrance in public
use (I.e. the need to preserve

Personally Identifiable Information
(PII))
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v Individual Body Movement Data?

"The most important thing in communication is to hear
hat isn't being said." Peter F. Drucker

Words

S How you say it

B -Visual, Auditory, Kineasthetic
Non-verbal Pitch

- Pace

Nolume
- Emotion
- Detail/ High level

PENNSTAT

Literature Review Manohar, Tucker 2013 http://www.engr.psu.edu/datalab/ 7




PENNSTATE

RESEARCH

METHODOLOGY
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PP roposed Methodology

Step 2: Data Transfer and Storage === Step 3: Data Mining
Knowledge Discovery

2Ry e
g

Step 4: Decision
support GUI

Step 1: Sensor Data Acquisition
PENNSTATE
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Step 1: Data Acquisition
* Data acquisition hardware setup

consists of a sensor system with:

— an RGB video camera, and .. -

HAND_LEFT
®

— an infrared depth sensor WM

* Output from sensors is used to '

SPINE

HIP_CENTER

create a virtual skeleton of the
subject with 20 nodes as shown

HIP_RIGHT HIP_LEFT HipCenterX HipCenterY HipCenterZ
0.30737937 0.57993943 3.64649463
0.30704251 0.58008117 3.64612341
0.30412704 0.58007729 3.64382315

0.29770017 0.57887662 3.63669157

KNEE_LEFT

e FHach nodes collects data o
pertaining to:

ANKLE_RIGHT ANKLE_LEFT

— 3D Spatial Coordinates o —_—
X, Y,2)
— Timestamp High Fidelity Data, Privacy Preserving

rennSFE Velocities of each node
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Large Scale Data Base

Head ¥-Coordinate |Head Y-Coordinate  (Head Z-Coordinate |Spine X-Coordinate |Spine Y-Coordinate |Spine Z-Coordinate | Shoulder X-Coordinate |Shoulder Y-Coordinate |Shoulder Z-Coordinate
0.6400 0.7900 033500 0.7000 0.2400 0.5000 0.2600 0.1200 04300
0.5200 0.3800 0.7200 0.0600 0.4600 0.0700 0.5500 0.7700 0.6900
0.2300 0.93500 0.9200 0.9100 0.9700 0.3300 0.8100 0.6400 0.3000
09700 L0000 04700 0.2600 0.7100 0.2400 0.130 0.4600 0.2600
09700 0.2800 0.7100 0.1600 0.0700 0.0900 0.0700 0.5600 0.9200
0.4300 0.9900 0.9800 0.4300 0.6300 0.0400 0.4100 04900 0.7700
0.5000 0.7300 0.6700 0.6600 0.1500 0.0900 0.1700 0.6100 0.7600
0.2500 0.33500 0.6000 0.3900 0.9300 1.0000 0.5200 0.5100 04100
0.3000 0.6300 0.7900 0.0300 0.8100 0.5000 0.930 10000 0.0300
0.6000 0.5400 0.5300 0.2300 0.200 0.1200 0.1200 0.8500 0.8200
0.8300 0.7900 0.3400 0.3900 0.3200 0.3900 0.4100 0.3600 0.1400
1.0000 0.6300 0.6300 04700 0.6100 0.2400 0.1200 05700 0.7300
0.4400 0.0700 0.1100 0.7200 0.3000 04600 0.3100 0.3300 0.2600
0.1600 04700 0.7400 0.7000 0.5800 0.7100 1.0000 0.9100 0.2400
0.4300 0.63500 0.0000 0.2400 0.0200 0.6500 0.8300 0.8100 0.0000
0.01m 0.3700 0.3300 0.2900 0330 0.4000 0.7500 0.6500 0.6100
0.4900 0.9200 0.7100 0.3200 0.6300 0.4400 0.3000 0.9100 04200
0.530 0.1300 04500 0.2100 0.2300 0.3100 0.3200 0.3400 0.7700
0.9500 0.1100 0.8100 0.1400 0.2300 0.8300 0.7200 0.1100 0.7200
0.7000 0.4700 0.1100 0.2800 0.0600 03700 0.2800 0.1700 0.6700
0.1300 0.4200 0.5300 0.1400 0.7300 0.7100 0.7200 0.3900 0.4400
0.5800 0.3300 0.7600 0.1600 0.6000 0.8300 0.1800 1.0000 0.4400
0.9800 0.9300 0.9900 0.4400 0.0600 0.0300 0.6100 0.9500 0.6100
0.0700 0.7200 0.7200 04200 0.8400 0.1700 0.0200 0.7600 0.7700

PENNSTATE 0.8800 0.6900 0.4400 04300 0.8900 03700 0.7500 0.8500 0.1700
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PP roposed Methodology

Step 2: Data Transfer and Storage === Step 3: Data Mining
Knowledge Discovery

2Ry e
g

Step 4: Decision
support GUI

Step 1: Sensor Data Acquisition
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tep 2: Data Transfer and Storage

he data is stored in a structured Relational Database
ith fields for the following measures:

— Timestamp
— Fuclidean Coordinates
— Velocities of each node

— Boolean “Threat Class” defining whether the data
collected during training was for a threat action or not.
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| p 2. Data Transfer and Storage

e data i1s stored in a structured Relational Database

with fields for the following measures:

Timestamp | Node X Node Y Node Z
Coordinate | Coord, Coord.

1346879 3.04356 298750  1.25673  0.25677 FALSE

1346902 3.25831 5.63178 4.77721  6.78103 TRUE
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PP roposed Methodology

Step 2: Data Transfer and Storage === Step 3: Data Mining
Knowledge Discovery

2Ry e
g

Step 4: Decision
support GUI

Step 1: Sensor Data Acquisition
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53: Data Mining/Knowledge Discovery

Interpretation/Evaluation

| Data Mining/Pattern Discovery
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Data Mining/Pattern Discovery

I—A—\

Supervised Learning Unsupervised Learning

| Research Methodology S 17



pervised VS Unsupervised Learning

Supervised Unsupervised

y=F(x): true function e Generator: true model
e D:labeled training set

* D: {XilF(xi)}

e D:unlabeled data sample

e D:{x}
e Learn: L
G(x): model trained to earn
predict labels D Underlying data structure
e Goal: . Goal:

E[(F(x)-G(x))?] = 0
e Well defined criteria:
Accuracy, RMSE, ...

Find natural patterns
 Well defined criteria:

varies
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sarCapturing Threat Emergence

Timet .1

Attribute 1| Attribute 2|... |Attribute n

!

Model(t ,.1)
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ata Mining Decision Tree Induction

a time stamped Data Set (t),

Entropy(T) = —Z p(C,;|T)log, p(C;|T)

A, A;,1 Ayq C1
. x |
_ GAIN(X) = Entropy(T) —(Z—' Entropy, (T,)
Avu Ao Auw Cm T ’
: : In( X
Gain ratio(X) = |GTa| ( )| T
0g
ngl T

Tucker C., H.M. Kim,"Trend Mining for Predictive Product Design", Transactions of ASME:
Journal of Mechanical Design, Vol. 133, No. 11, 2011.
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Time Series Gain Ratio

Predict

1 k2 k3 r4 r5 k6 k7 k8 9  r10 111 f12 {13 predict
X_Elbow Joint| 0.245 0.225(0.308 0.349 0.376] 0.436 0.468| 0.532/0.618/0.702/0.765 0.879 0.919
Y _Hip_Joint 0.827] 0.948 0.642( 0.485 0.7041 0.924] 0.780[ 0.596/0.737/0.906/0.782 0.472 0.789
X _Shoulder 0.493 0.403/0.112( 0.578 0.578 0.951] 0.061| 1.000{0.363(0.046/0.084 0.578 0.541
X_Accel_Arm 0.907| 1.0000.987| 0.982] 0.976/ 0.963| 0.943| 0.929(0.917/0.906/0.8921 0.888 0.877
Y_Accel_Hip 0.054] 0.05110.070| 0.113] 0.176 0.275] 0.329| 0.366(0.503(0.633]0.610 0.759 0.842
Z Arm_Joint 0.918 0.879 0.849 0.803| 0.759 0.737| 0.671| 0.630(0.615(0.524{0.358 0.329 0.270
Feature Gain Ratio Plot Over Time
1.200
1.000 —
O i .
o 0.800 v7’4 - X_ElbOW Joint
CU ./ . .
Y _— Y_Hip_Joint
0600 S — 7‘; S2 2
c - X_Shoulder
— e
M 0.400 . — [ X_Accel Arm
O . . /’/ Y_Accel Hip
0.200 Z_Arm_Joint
0.000

0
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Time Series Gain Ratio Predict
1 2 k3 4 5 6 {7 8 (9 k10 (11 12 r13_predict
X_Elbow Joint| 0.245 0.225/0.308 0.349 0.376| 0.436 0.468 0.5320.6180.702(0.765 0.879  0.919
Y Hip_Joint | 0.827 0.9480.642| 0.485 0.704 0.924| 0.780| 0.596/0.737,0.906(0.782 0.472  0.789
X_Shoulder | 0.493 0.403/0.112 0.578 0.578 0.951 0.061 1.000[0.363/0.046/0.084] 0.578  0.541
X_Accel Arm | 0.907 1.000/0.987| 0.982| 0.976| 0.963 0.943| 0.929/0.917,0.906(0.892 0.888  0.877
Y Accel Hip | 0.054 0.0510.070 0.113| 0.176| 0.275 0.329 0.366/0.503/0.633{0.610 0.759  0.842
7 Arm _Joint | 0.918 0.8790.849 0.803| 0.759 0.737| 0.671] 0.6300.615/0.524{0.358 0.329  0.270

Feature Gain Ratio Plot Over Time

1.200
1.000 ——n
o _/ n | l\l‘.ﬁ- - . .
"— 0.800 : - X_Elbow Joint
$ Y Hip Joint
o 0.600 — — = —
c . X_Shoulder
® 0.400 — — _m— X_Accel Arm
O Y _Accel_Hip
0.200 Z_Arm_Joint
0.000
DENNSTAT 0 1 2 3 4 5 6 7 8 9 10 11 12
i
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No

n- time stamped data sets

IM(Feature (1), Data Set (t))

Y

es

i1=i+1
Predict IM(Feature (1))

!

Split Data Sets 1,...,n based on Max Predicted
IM (Feature(l),...Feature (k))

V

For Each Subset, P (Class #1)

{ Yes

End TREE, Classify Irrelevant Features

1=i+1
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No

n- time stamped data sets

IM(Feature (1), Data Set (t))

V

Data set (t)=n

Yes

1=i+1

Predict IM(Feature (i))

Split Data Sets 1,...,n based on Max Predicted
IM (Feature(l),...Feature (k))

V

For Each Subset, P (Class #1)

{ Yes

End TREE, Classify Irrelevant Features

1=i+1
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Holt-Winters Forecasting

(k) step-ahead forecasting model is defined as:

y (k) =L +KT, +1

t—s+k
Where:
Level Lt (the level component): Lt = Ol(yt — It—s) + (1 — a)( Lt—l + Tt—l)
Trend Tt (the slope component): Tt = 7/(L[ — Lt—l) + (1 -y )Tt—l
Season It (the seasonal component): It -5 ( Y, — |_[) + (]_ -5 ) It—s
The smoothing parameters a,y J, are in the range {0,1}

PENNSTATE
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Time Series Gain Ratio

Predict

1 2 k3 4 5 6 {7 8 (9 k10 (11 12 r13_predict
X_Elbow Joint| 0.245 0.225(0.308| 0.349 0.376] 0.436| 0.468 0.532/0.6180.702/0.765 0.879 0.919
Y _Hip_Joint | 0.827 0.9480.642 0.485 0.704| 0.924 0.780| 0.596/0.737/0.906/0.782 0.472 0.789
X_Shoulder 0.493| 0.403/0.112 0.578 0.578 0.951 0.061| 1.0000.3630.0460.084 0.578 0.541
X_Accel_ Arm | 0.907 1.0000.987| 0.982 0.976| 0.963| 0.943| 0.929/0.917/0.906/0.892] 0.88 0.87
Y_Accel_Hip | 0.054 0.0510.070 0.113 0.176| 0.275 0.329| 0.366/0.503({0.633/0.610 0.759 0.842
7 Arm_Joint | 0.918 0.8790.849 0.803 0.759 0.737] 0.671| 0.630/0.615(0.524{0.358 0.329 0.270
Feature Gain Ratio Plot Over Time
1.200
1.000
@
‘— 0.800 —o- X_Elbow Joint
6:5 0.600 B Y_Hip_Joint
c X_Shoulder
[ 0.400 -m- X_Accel_Arm
O 0.200 ¥ Y_Accel_Hip
O Z_Arm_Joint
0.000

0
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No

n- time stamped data sets

IM(Feature (1), Data Set (t))

V

Data set (t)=n

Yes
* I i1=i+1
Predict IM(Feature (1))

Split Data Sets 1,...,n based on Max

Predicted IM (Feature(1),...Feature (k))

For Fach Subset, P (Class #1)

{ Yes

End TREE, Classify Irrelevant Features

1=i+1
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Attribute 1| Attribute 2|... |Attribute n

—u_§u _§ N § § § § § § § B N § R BN B 8 §F | B N _§ § B N § §F N RR R N e we wew — e - -

Split Data Sets (1,..,n) based on k mutually exclusive Feature values of Feature A
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n- time stamped data sets

1=i+1
IM(Feature (1), Data Set (t))

V

Data set (t)=n

Yes
* I i1=i+1
Predict IM(Feature (1))

Split Data Sets 1,...,n based on Max Predicted
IM (Feature(l),...Feature (k))

or Each Subset, P (Class £1)=

Yes

No

End TREE, Classify Irrelevant Features 29



No

n- time stamped data sets

IM(Feature (1), Data Set (t))

V

Data set (t)=n

Yes
* I i1=i+1
Predict IM(Feature (1))

Split Data Sets 1,...,n based on Max Predicted
IM (Feature(l),...Feature (k))

V

For Fach Subset, P (Class #1)

Yes

End TREE, Classify Irrelevant Features

1=i+1
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Data Mining Predictive Model

Node X
range
Timet, Timet , <0.325 ~  .>0.325
Attribute 1) Attribute 2)... | Attribute n) Class Attribute 1| Attribute 2|... |Attribute n|Class L - \\\\ )
Node Z Node Y

range

PZAN

<0.147 >0.147
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PP roposed Methodology

Step 2: Data Transfer and Storage === Step 3: Data Mining
Knowledge Discovery

2Ry e
g

Step 4: Decision
support GUI

Step 1: Sensor Data Acquisition
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- - Step 4: Decision Support

* Early Warning System (EWS) is a
graphical user interface (GUI) that
display the “percentage probability
of threat/violent action being
committed”.
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APPLICATION CASE
STUDY
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Possible Threat Scenario

PENNSTATE
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CASE STUDY: TEST DATA

* Voluntary participants from the University community were
invited to enact the threat and non-threat actions

* Recreated in an indoor space, similar to a high profile speech
* The data collected 1s then used to train the predictive models

* The study was approved by the IRB and the ORP at the
Pennsylvania State University, University Park campus, under
the title “A Dynamic Pattern Recognition Framework for

Mining and Predicting Emerging Threats” and is filed as IRB
# 40258.

* Study: 24 Subjects spanning 2 months

PENNSTAT
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THREAT PREDICTION
RESULTS

Low level threat prediction High level threat prediction
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p RESULTS

Predicted 1  Predicted O

correct

) = b
*

True 1

¢ = d

True 0

incorrect
Accuracy=(a+d)/(a+b+c+d)

Precision=a/(a+c)
Recall=a/(a+h)

Accuracy of Ensemble Methods: 86.8%

Manohar, Tucker 2013 http://www.engr.psu.edu/datalab/ 38




CONCLUSION AND
FUTURE WORK
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S Conclusion and Future
Work

I'he most common surveillance systems today are

reactive in nature and are not capable of actively
predicting the emergence of a threat by analyzing past
data collected.

* Privacy preserving data mining methodology

* This methodology takes the first step towards
addressing these issues while providing promising
results

* Expand the definition of “threat”
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